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ABSTRACT

We presert a new proto col that works in conjunction with in-
formation hiding algorithms to systematically improve their
stealthiness. Our protocol is designedto work with many
digital object types including natural language text, soft-
ware, images, audio, or streaming data. It utilizes a tree-
structured hierarchical view of the cover object and deter-
mines regions where changesto the object for embedding
messagedata would be easily revealed by an attacker, and
are thus to be avoided by the embedding process.

The proto col requiresthe existenceof a heuristic detectabil-
ity metric which can be calculated over any region of the
cover object and whose value correlates with the likelihood
that a steganalysis algorithm would classify that region as
one with embedded information. By judiciously spreading
the e ects of message-erhedding over the whole object, the
proposed proto col keepsthe detectability of the cover ob-
ject within allowable values at both ne and coarse scales
of granularity. Our protocol provides a way to monitor and
to control the e ect of eadh operation on the object during
messageembedding.
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1. INTRODUCTION

The goal of steganograpty is to embed a messageM in
a cover object Cin a covert manner such that the presence
of the embedded M in the resulting stego-ohect S can-
not be discovered by anyone except the intended recipient.
Steganographic applications only require the exibilit y to
alter Cin order to be able to embed the hidden information.
For this reasonany type of digital object can be potentially
usedasa cover. For example, images, audio, streaming data,
software or natural language text have been used as cover
objects.

Let Alice and Bob be two parties who exchange digital
objects through a public communication channel. Alice and
Bob would also like to exchange a secret messageM , how-
ever, they do not want the existenceof this secretcommuni-
cation to be noticed by others. Alice and Bob do not want
to achieve con dentialit y through encryption, becausethe
exchange of encrypted messageswould reveal the existence
of their secret communication. For this reason, they use a
steganographic algorithm to embed M into a Cto obtain a
stego-ohject, S, where S = (M ; C) and exchange S through
the public communication channel.

The objectiv e of the attacker Eva, is to construct a method
for distinguishing stego-oljects from unmodi ed objects with
better accuracythan random guessing. Attack methods gen-
erally use statistical analysis to examine a suspicious object
and seard it for characteristics which may indicate that
someinformation has beenembeddedin the object. For ex-
ample, Eva might simply be looking for an unusual value of
a characteristic that Alice has overlooked while modifying
C. Eva might also be looking for anomaliesin the statistics
of S that are dierent (e.g., ner) than the statistics Alice
paid attention to when inserting the mark. Studies have
shown that sudh statistical attacks are very successfulon
well-known image steganographic systems|[17, 18, 5, 16, 8].

One way to defend against Eva's attacks is to inict as
little change to the document as possible [1, 21]. To this
end, steganographic systemstry to minimize changesin the
cover object C when they are converted to corresponding



message-carryingregions in the stegoobject S. Due to their
statistical nature, someregionsin the cover object will expe-
rience lesschangein their statistics after embedding. These
message-carryingregions will be harder to identify for the
attacker. Conversely, some regions will easily reveal their
message-carrying characteristics. For example, in the case
of an image steganography algorithm that usesrandom bit
ipping, message-carryingregions will be easierto identify
when the algorithm is applied to smooth regions compared
to the casewhen it is applied to regions with high texture.
In this casea region with natural noise is more suitable for
messageembedding than a smooth region.

This paper preserts a general proto col for improving the
stealthiness of a given steganographic algorithm by provid-
ing an e cien t method to determine the most suitable re-
gionsto embed information. In our approach, we rst parti-
tion the cover object C and imposea hierarchical structure
T on it using this partitioning, where eac node in T cor-
responds to a partition in the cover object C. Then we use
T both to monitor and to control the changein the statis-
tics of the stego-object during the processof embedding the
message,and to determine where the messagebits are em-
bedded.

Our proto col successfullymasksthe statistical e ects caused
by embedding both at ne and coarse levels from the at-
tacker, sinceit allows constraints to be enforced on all lev-
els of T. Moreover the hierarchical nature of T allows us
to impose an upper bound on the detectability in an arbi-
trary region even though the shape of this region may not
be aligned with the boundaries that de ne the hierarchy.

For this paper we have chosen color images as cover ob-
jects. However, our protocol is applicable to other stegano-
graphic application domains, such assoftware, audio, stream-
ing data, or natural language watermarking.

The paper is organized as follows: In Section 2 a brief
overview of related work in steganograply is given. Sec-
tion 3 describes our protocol in detail. Section 4 discusses
the experiments we have performed and presers results.
Our conclusion are in Section 5.

2. PREVIOUS WORK IN STATISTICAL
ATTACKS AND COUNTERMEASURES

Steganalysis is the study of methods and techniques to
detect and extract hidden data in stego-objects that are
created using steganographic techniques. These techniques
generally intro duce some amount of distortion in the stego-
object during messageembedding, even though this distor-
tion may not easily be detected by a human obsener. Ste-
ganalysis methods aim to exploit this fact by detecting sta-
tistical e ects caused by the distortion to distinguish be-
tween cover objects and stego-objects. The challenge of
designing a steganographic technique is to introduce the
distortion in such a way as to minimize its statistical de-
tectabilit y by steganalysis. One approach, which was taken
by early steganographic methods, wasto try to minimize the
detectability of data hiding by introducing as little distor-
tion aspossibleduring embedding. However, as pointed out
by Fridrich and Goljan [7], recert advancesin steganalysis
have shown that this approach does not guarantee robust-
ness against steganalysis, evidenced by the fact that least
signi cant bit (LSB) embedding can successfullybe attacked
even for very short messagelengths. This is due to the fact

that LSB embedding intro duces unnatural statistical arti-
facts that can easily be detected.

One of the rst practical works on robustnessagainst sta-
tistical attackswas[17], which intro duced a statistical attack
on stego-documents. This attack is basedon the chi-square
test, where the estimated color histogram distribution is
compared with its obserwed values. Then the chi-square
value, which shows the deviation from the expected values,
is usedto estimate of the probabilit y that a given image has
information embedded in it.

Provos [18] proposeda generalized chi-square attack that
is capable of detecting more subtle changesin stego-documerts.
He intro duced two methods for decreasingthe distortion of
the embedding processand for defending against general-
ized chi-square attack. A pseudo-random number generator
is usedto create multiple groups of bit selection for embed-
ding. The selection that causesthe fewest changesto the
cover documert is used for embedding. Later, error correc-
tion is applied to compensatefor detectabilit y causedby the
embedding process. Provos incorporated these ideas in his
steganographic system, Outguess that embeds bits in the
LSBs of DCT coe cien ts for JPEG images. He used a two-
pass algorithm, where bits are embedded in the rst pass
and changesare made to coe cien ts in the secondpassto
match the histogram of DCT coe cien ts of the stego-image
with that of the cover image. Since chi-square attacks rely
on the rst order statistics of the image, this makes the
Outguesssystem immune to sud attacks.

Westfeld, in his steganographic system F5 [20], decre-
ments the DCT coe cien t's absolute valuesinstead of over-
writing the LSBs, in order to defend against chi-square test
proposedin [17]. F5 also usesmatrix encading to restrict
the necessary changes on the cover object to embed the
message. Matrix encading helps to improve embedding ef-
ciency signicantly. Embedding e ciency is the ratio of
embedding rate and necessarychangesper messagebit. Be-
sidesthese, messagebits are distributed over the whole cover
image using permutativ e straddling.

Recertly a number of algorithms that successfully attack

the sophisticated steganographicsystemswere proposed. Fridric h

et al. discussa general methodology for developing attacks
on steganographic systems using the JPEG image format,
which is also e ectiv e for the Outguessand F5 system [10].
Their approach is based on the assumption that there is
a macroscopic quantit y that predictably changeswith the
length of the embedded secret messagefor a given embed-
ding method. Lyu and Farid [16] propose an attack that
universally works for any steganographic system using im-
ages. It is basedon higher-order statistical models of natural
images, where use is made of a wavelet-like decomposition
to model imagesand train a classi er with this model. This
classi er is then usedfor classifying imagesas a cover image
or a stego-image.

Another approach that tries to maintain image statistics
after embedding is [6] where the embedding processis mod-
eled asa Mark ov sourceand the required distribution of the
embedding over the stego document to make it stealthy is
determined.

Sallee [19] proposed an information-theoretic method for
both steganography and steganalysis. A statistical model of
the cover media is usedto estimate By ix (X jX =x)
where x is the part of the cover object that is usedfor em-
bedding and x is the remaining part which is unperturb ed.



Then this model is usedto selectthe value x° that corveys
the intended secretmessageand is alsodistributed according
to estimated P, ix - This steganoghraphy method works for
any type of cover media. Moreover, if this system is used,
capacity of a cover medium can be measured using the en-
tropy of the conditional distribution B, jx foragivenx .

For in-depth discussionof other work on steganalysisand
steganographictechniques we refer the readerto [8] and [13].

3. GENERAL FRAMEW ORK

We de ne aprotocol that can be usedin conjunction with
any embedding algorithm to control and improve the algo-
rithm's stealthiness. We only require that a partitioning of
the document is possible and that for any region a quan-
tiable measure, d(), that we denote as the detectability of
the region, is de ned to measurethe likelihood that any ste-
ganalysis algorithm would classify that region as one with
embedded information. However, this measure is hard to
derive in practice. Therefore, we use a metric based on the
degree the statistics of the region deviate from aggregate
behavior of similar regionsin a collection. For example, the
detectability of an image block may be de ned as the dis-
tance of the statistics of the block from the estimated statis-
tics obtained for that block using an image model trained
on the image or on a collection of related training images.

In the following subsections we discussthe properties of
the hierarchical represertation. We describe the details of
the hierarchical represertation in Section 3.1, and its ad-
vantagesin Section 3.2. We conclude in Section 3.4 with a
proof on the upper bound of detectability causedwhen the
hierarchical representation is used during embedding.

3.1 Hierarchical Representationof the
Cover-Document

In our approach the cover documert is partitioned into
blocks and a hierarchical structure is imposed on the doc-
ument using this partitioning. This hierarchical structure
is usedto update the statistical properties of the document
during embedding. Once this information is available, it
can aswell be usedto e cien tly managethe computational
complexity of the processof choosing the suitable regions to
embed information. More signi cantly, if the detectability
causedby embedding is kept below a threshold at each node
in the hierarchical representation, then we are guaranteed an
upper bound on the detectability of any arbitrary region of
interest in the object.

Let T be a tree usedto represen the cover document C.
Each node N; in this tree corresponds to a block in the par-
tition of C, denoted by R(N;), asillustrated in Figure 1. We
useT (N;) to refer to the vector of valuesthat contain statis-
tical information about block R(N;). The height of the sub-
tree rooted at N; is h(N;). The parent and the set of child
nodes of N; are denoted by parent(N;) and children( N;).

The nodesfor which h(N;) = 0in T are called leaf nodes.
If N; is a leaf node, then we refer to R(N;) as an elemen-
tary block. n is the number of elemertary blocks, which is
equal to the number of leaf nodesin T. The elemertary
blocks may correspond to paragraphs in natural language
text, where we can perform either syntactic or semartic
analysis of sertences [2] as well as text formatting analy-
sis [3]. In software watermarking these elemertary blocks
might correspond to control o w blocks, whereasin images
they could be blocks of pixels or regions of interest.

Figure 1: Hierarc hical represen tation in the form of
a quad-tree for a two-dimensional stego-do cumen t.
Lower levels of the tree corresp ond to ner parti-
tioning of the cover object.

For a given messageM and a cover object C, the embed-
ding algorithm f (M ;C) produces the stego-ohect, S. We
assumethat f embedsead bit of the messageM;, by per-
forming one or more transformations on a block of C. For
example, the transformation could be the ipping of least
signi cant bits in an image or the changing of active sen-
tencesinto passiwe sertencesin text. This transformation is
called an embedding operation. More precisely, the embed-
ding operation G(M; ; R(N;)) takesthe j ™ bit of M , embeds
it into the region R(N;) of C and producesR%N;) of S.

Depending on the structure of C, T canbeimplemented as
a binary tree, a quad-tree, or someother tree structure that
need not have a xed branching facier. T is formed such
that T(N;) may be obtained from v2 children(n,) T (V).
Wecanre ect the statistical e ects of G(M;;R(N;)) on Cat
leaf-level, upward, to all ancestornodesof N; in O(height(T),
which is O(log n) time.

3.2 Advantagesof the Hierar chical
Representation

Using the hierarchical represertation in conjunction with
an embedding algorithm provides the following advantages:

A structured view of the statistical properties of the
document is obtained for dierent resolutions, which
will point out the hot-spots, which are the regionswhere
the local statistics have anomalies compared to the
global statistics of the documert.

It is possible to e cien tly keep track of the changes
in the statistics of the cover object after each embed-
ding step. This is provided by re ecting the updates
in statistics to higher levels in the hierarchical repre-
sertation, which requires only O(log n) updates. n is
the number of elementary blocks

Our proto col can setan upper bound on the detectabil-
ity of arbitrary regions in the cover object if we pre-
sene a threshold on detectability values at eac level
of the hierarchy. Section 3.4 contains a derivation of
this upper bound.

We can ecien tly query document statistics. Dur-
ing the embedding process,some steganographic algo-
rithms try to nd the most suitable regionsto embed
information, as well as regions that require compen-
sation for damageto the detectabilit y incurred during



information embedding. In the hierarchical represen-
tation only the statistics on the path to the root are
relevant. Whenever we detect an anomaly in statistics
of regions on this path, we will be able to focus on one
subtree for corrections, whoseroot stands out with an
abnormal value. Siblings will cooperate in \ xing" the
abnormality in their parent's statistics in this process
of correction.

One drawback of using a pre-computed detectabilit y met-
ric or model of the cover medium, is that it does not keep
track of the document statistics that change during embed-
ding, which may a ect the detectability. This may causethe
algorithm to incur detectabilit y that is larger than what was
initially quanti ed by the cost metric. Another drawback is
that there is no mechanism for backtracking from a change
made in the documernt in favor of a better embedding option
that appearslater during embedding, which may causesub-
optimal embedding performance. Our proto col, on the other
hand, dynamically updates document statistics by monitor-
ing statistical properties of candidate embedding regions us-
ing the hierarchical structure on-the-y during embedding.
Stealthiness is achieved through an e cien t represertation
of the embedding costs, and it allows the embedding system
to avoid regions whose use might result in poor embedding
performance.

If our protocol is used in conjunction with error correc-
tion, then making only one passthrough the stego-documernt
is enough. Contrast this with steganographic methods like
Outguess [18], that try to preserwe the statistics of the cover
image through a two-passapproach. In the rst pass, mes-
sagedata is embedded into regions which are found to be
suitable using a static detectability metric. In the second
pass additional non-embedding changes are made to com-
pensate for the changesin the statistical properties of the
object introduced in the rst pass.

3.3 The Protocol

In this section we will describe the protocol that ensures
that the detectability measurefor a region, d(R(N;)) after
applying G(M; ; R(N;)) stays below a threshold . This will
allow our protocol to limit the increasein detectability in-
tro duced by the embedding algorithm, thereby increasingits
stealthiness. An upper-bound on the detectabilit y is derived
in the next section.

For each node we de ne a binary-valued function S(N;)
which we will refer to asthe suitability function. S(N;) = 1if
embedding any bit from M in N; will not increased(R(N;))
beyond ,i.e. d(G(M;;R(N;i))) < . We also keeptrack of
whether a messagebit was embeddedin R(N;), in indicator
Z(Nj). At eac stepduring the embedding N is the suitable
node selectedfor the embedding operation.

Let D(T (N;)) beafunction that returns the detectability
value for node N; giventhe statistics, T (Ni). d(G(b;R(Nj)))
is the detectability measure after applying the embedding
operation over the region R(N;), where b is the part of the
messagethat can be embeddedin R(N;).

Initializa tion Phase
for each N;j in T in a bottom-up manner
do Z(N;j) O
S(Ni) 1
if N; is a leaf node
perform analysis on R(N;) to obtain T (N;)

else
T(Ni) v childrenn;) T (V)
d(R(Ni))  D(T(Ni))
for each N;j in T in atop-down manner
do if d(G(b;R(N;))) >
then S(N;) O
for each N;j in the subtree with root N;
do S(Nj) O

Embedding & Dynamic Update Phase
for each Mj in M
do rep eat obtain N from embedding algorithm

until S(N )=1

RAN ) G(Mj;R(N ))

perform analysis on R(N ) to obtain T(N )

Np  parent(N )

while Np is not root
T(Np) vzchildren(Np)T(V)
d(R(Np))  D(T(Np))
if d(G(b;R(Np))) >
then S(Np) O

for each Nj in the subtree with root N,

do S(Nj) O
Np  parent(Np)

In addition to the embedding proto col described above we
also needto specify an extraction protocol. The extraction
has to be modied to handle identi cation of the regions
that were avoided during embedding. This can be donein a
number of ways, of which we discusstwo. One is by provid-
ing the extraction algorithm with the xed threshold that
was used to identify these avoided regions. This threshold
information should be secretand known only to the extrac-
tor and the embedder. It may as well be embedded in the
stego object in a way that the extractor can recover it be-
fore starting to extract M . This has a couple of drawbacks.
First, it imposesa constraint on embedding, namely, that
the modi cations done for the purp oseof embedding do not
causean increaseabove that threshold. Second,as pointed
out to us by an anonymous reviewer, it makes possible a
\try-all-thresholds" attack wherehy the attacker exploits the
fact that there exists a threshold below which nothing was
avoided at embedding time. These problems are mitigated
by the fact that even though the attacker can successfully
nd the xed threshold and restrict the region of attack to
a smaller area, it will be harder to apply statistical attacks
on that area since this region was picked for embedding for
the reasonthat it was considered to be less vulnerable to
statistical attacks.

An alternativ e mechanism to identify the avoided regions,
one that avoids both drawbacks (but that sacrices some
capacity), would consist of augmerting the original message
M with markers that identify the avoided regions. One way
to do this is by embedding information about ead forbid-
den region immediately prior (or after) that region { e.g.,
through a special marker symbol followed by avoided-region
size. The tree structure should then be used to keep track
of the boundaries of avoided regions in order to decrease
the amount of bandwidth used up for such marking. At
extraction time, the extractor will usethis marker informa-
tion to ignore the avoided regions. Note that, in this second
scheme, we no longer imp osethe constraint that the embed-
ding does not causea used region to exceedthe threshold



root node
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Figure 2: Example of how the hierarc hical represen-
tation ecien tly keeps trac k of the changes done in
the cover document for the one-dimensional case.

used to identify avoided regions (although of course we
would imposea constraint to not exceedsomeother thresh-
old °> ) in this manner there is no threshold below
which all was used and none avoided. Having more than
one threshold can be achieved by increasing the threshold
after the initialization phase. This way if embedding causes
a region's statistics to exceedinitial threshold, , but keeps
them below ° the embedding will still be allowed. If em-
bedding causesa higher increasein statistics that exceeds

% the algorithm should restore the original values of the
region and mark the region as avoided.

3.4 The Upper Bound on detectability

If a messageembedding algorithm, is usedin conjunction
with the proposed protocol to monitor the statistical prop-
erties of a cover object, we are able to prove an upper bound
on the detectability of the statistical features of a region of
arbitrary shapein the stego-object. This upper bound prov-
ably provides robustnessagainst attacks basedon statistical
analysis of the anomalies in a region of the object such as
the sliding window in the generalized chi-square attack [11].
The proof we give relies on the fact that any such region can
be decomposedinto one or more blocks corresponding to the
internal and leaf nodes of the tree structure. In the specic
case of watermarking, Merhav et.al. [15] have shown that
if @ maximum distortion constraint can be imposedon the
embedding, it is possibleto quantify the capacity of the wa-
termarking system in an information theoretic model with
a non-malicious adversary.

Using the threshold of the detectability for each node as

and an additiv e detectability model, where d(R(N;)) =

d(R(children(N;)), we show that for any region R(N;) in
the document the detectability, d(R(N;)), will be

O( log, n) for one dimensional data with abinary tree
represertation (e.g., audio, natural languagetext, soft-
ware, streaming data)

o( pﬁ) for two-dimensional data with a quad-tree
represertation(e.g., images).

Supposethat we are interested in obtaining the statistical
properties, T (R), of an arbitrary region R of the one di-
mensional cover object shown in Figure 2. The region R is
bounded by the elemertary blocks R(N;) and R(N;). The

Typg

]
L%

Type3

Figure 3: Three basic types of regions at a xed
heigh t h of a quad-tree T that are used to decomp ose
region at this heigh t.

any arbitrary

Figure 4: Decomp osition of a type R; region

smallest set of nodes selectedto represert R are called rep-
resentative nodesand are shown in black in the gure. T(R)
may then be obtained using only theserepresertativ e nodes.
The number of thesenodescan be shown to be O(log, n) us-
ing the following argument: First, we seard for nodes N;
and N; starting from the root node. Let N, be the common
ancestor of nodes N; and N; with smallest height. We nd
the paths from N, to the node N; and pick all the right
children of the nodeson the path and similarly pick the left
children while seardiing for N; from Na. as represertativ e
nodes. The shadednodesin the gure are the nodesvisited
during this seard. By this argument, since the length of
the paths from N, to N; and N; will be at most log, n the
number of represertativ e nodeswill alsobe O(log, n). If we
then sum up the detectabilit y valuesfor these nodes, we get
a worst caseupper bound of O( log, n) on d(R).

A similar approach can be usedto derive an upper-bound
in the quad-tree case. We de ne three basictypesof regions,
Ri, Rz, and R3. We use the notation Ri(h) to refer to
a type Ri region at height h. An Ri(h) region does not
cover any block in full at height h. An Rz(h) fully covers
a block in one corner and partially covers three neighboring
blocks at height h. An Rgz(h) totally covers two blocks at
one side, and partially coverstwo neighboring blocks height
h. Any arbitrary region at height h may be decomposed
into a combination of Ri(h), Rz(h), and Rs(h). Refer to
Figure 3 which illustrates these regions.

The detectabilit y for R1(h) is given by d(R1(h)), which we
will refer to simply as di(h). Similar de nitions apply for
regions of typesR, and R3. We can write the detectability
valuesfor regions at height h in terms of detectabilit y values



for regions at lower levels of the tree as

di(h) 4d2(h 1) 1)
dz2(h) + d2(h 1)+ 2ds(h 1) 2
ds(h) 2 +2d3(h 1) (3)
By using the recursion on ds(h), we obtain
da(h) 2"3 2 4
= o(2" ®)
= o "m (6)

where we have used the fact that h = log, n. We can use
this result to solve for f,(h) as

d2(h) = +d2(h 1)+ ZOSD 7
= Iogp n+ + 20( (8)
= ©)

which shows that f1(h) = O( ﬁ).

4. EXPERIMENT AL RESULTS

We have performed experiments to illustrate the e ec-
tivenessof our protocol in increasing the stealthiness of a
steganographicalgorithm. For our experiments we have cho-
sena simple least signi cant bit (LSB) embedding stegano-
graphic algorithm for color TIFF images, however any other
embedding schememay be employed. A quad-tree structure
is usedfor T.

The embedding algorithm rst pads M with random bits
to produce a messageM ° with a size in bits equal to the
number of pixels in C. M is located at a random place
within M % A small part of M °is used to for storing the
starting point of M within M °and the sizeof M . Both red
and greenplanes of C are usedfor embedding. Each pixel of
C carries only one bit of M % Bits of M ° are XOR'ed with
a random bit, which is generated by a pseudo random bit
generator that takesthe stego key as a seed. This random-
izes the bits of M °. The embedding length is equal to the
number of pixels in C. The messagelength, length of M , is
smaller than the number of pixels in C.

The elemertary blocks in C were chosento be 8 8 pixel
blocks. For the experiments reported in this paper we chose
the pixel variance of the elementary blocks as the statisti-
cal information at the leaf nodes, or T(N;) = Var(R(Ni)).
For internal nodes, we have v2 children(n ) T (v). The de-
tectabilit y measure for N; was simply selectedto be equal
to T(Nj), in other words, we have

Var(R(N;));
d(R(children (N;))) ;

for leaf nodes

d(R(Ni)) = for internal nodes

This choice is motiv ated by the following obsenation. Usu-
ally the messageM that is embedded is an encrypted ver-
sion of the secret messageto be sert, in which case, the
sequenceof bits in M will have noise-like characteristics,
which will causean increasein the variance of C. Let the
variance of a region of the cover image be 2 and suppose
that after messageembedding the variance of that region
increasesto 2 = 2+ . For regions with small 2, the
contribution ~ may make the region visible to steganalysis.
Therefore, regions with high variance should have low de-
tectabilit y valuesand are suitable for embedding. A sample

Figure 5: A sample cover image.

image and the corresponding 8 8 block variancesare shown
in Figure 5 and Figure 6, respectively.

A quad-tree structure T is initialized using the initializa-
tion phase of the algorithm given in Section 3.3. Let V;, be
the set of nodes at height h of T. For each height, h, we
calculate the threshold on detectability values, , as

0 1

X
h = c@ d(R(Ni)) min d(R(Ni))A  (10)
\Y/ N2 Vp
N2 Vp
where c is a parameter that controls the number of suitable
regions selected. In our experiments we have chosenc = 0:5.
The suitabilit y of the node N; is set using

8
< 1 if d(R(Ni)) < nn
S(N;j) = . d(R(parent(Ni))) < n(n )+
0 otherwise

Note that the detectabilit y valuesof both N; and parent(N;)
are taken into consideration in deciding if R(N;) is a suit-
able region. This is a relaxation on the algorithm described
in Section 3.3 in order to avoid setting large blocks of C as
unsuitable for embedding and also taking into accourt the
detectability measuresof the siblings of N;, which are re-
ected in d(parent(N;)). This relaxation can be tuned to
take into account ancestorsof N; that are further up in T
than parent(N;) for achieving better stealthiness.

During the embedding, our proto col restricts the embed-
ding systemto useonly the suitable regions. The unsuitable
regions after the initialization phaseof the algorithm for the
image in Figure 5 are shown in white in Figure 7. After
the nal phase of the algorithm the number of unsuitable
regions increasefor this image, as you can seein Figure 8.

Figure 11 and Figure 12, show the di erence images be-
tween the cover image shown in Figure 5 and stego-images
produced using two di eren t approaches. The gray regions
in Figure 12 represert the regionsthat are the samein both
the cover and stego images. From these imagesit can be
seenthat our protocol guided the embedding algorithm to
avoid regions with high variance.

We tested the performance of our system using the ste-
ganalysis attack proposedin [16]. Since the feature extrac-
tion of this system was designed for grayscale images, we
processedthe red, green and blue channels independertly .
In our experiments we used141TIFF imagesof size512 512



Figure 6: Variances of elemen tary blo cks of the sam-
ple image. Higher values are represen ted by ligh ter
regions. Note that variance values are inversely pro-
portional to detectabilit vy.

Figure 7: Initial suitabilit y map for sample image.
The regions shown in white are the ones that are
lab eled as unsuitable for embedding.

Figure 8: Final suitabilit y map for sample image.
The regions shown in white are the ones that are
lab eled as unsuitable for embedding.

classi cation | plain embedding embedding with
method hierarchical proto col
SVM %4965 %42:65
FLD %76:92 %6923
Table 1: Classication results.

pixels obtained from the Watermark Evaluation Testbed
(WET) [14].

In order to perform the classi cation between cover and
stego images we have used both support vector machine
(SVM) and the Fisher linear discriminant (FLD) classi ers.
LIBSVM tools [4] were used for SVM classi cation. Given
the embedding algorithm itself randomizes the message we
inserted a text messagethe rst chapter of the Tale of Two
Cities by Charles Dickens [12]. Although, actual message
length is 18%, embedding length is 100% for plain embed-
ding, and it varies for each image when embedding is com-
bined with the protocol. While we force the system to stay
out of avoided regions, we decreasethe size of random part
of M % The averageembedding length was 42% for the em-
bedding with the protocol.

The accuracy of classi cation for the imagesin our test
set are given in Table 1. Although both classiers are not
very accurate at detecting LSB embedding, from this table
it can be seenthat our protocol was still able to decrease
the detectabilit y of the steganographic method.

We have also performed tests using RS steganalysis [9]
over the green and red color planes which were used as
the embedding channel. Our aim was not to evaluate RS
steganalysis per se but rather to evaluate the impact of
our technique on increasing the stealthiness against statis-
tical steganalysis. This attack is specically designed to
detect LSB embedding. However, asiit is also stated in [9]
and [8], RS steganalysisis more successfulwith grayscaleim-
agesand for messageghat are randomly scattered over the
stego-image. This is not the casefor our embedding algo-
rithm. Even with the plain embedding the error rates were
high, becausethe LSB algorithm perturbs LSBs of all pix-
els. Therefore, estimated embedding lengths are sometimes
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Figure 9: Error of RS-Analysis for the green channel
using LSB embedding only and using LSB embed-
ding with hierarc hical proto col
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Figure 10: Error of RS-Analysis for the red channel
using LSB embedding only and using LSB embed-
ding with hierarc hical proto col

higher than 100%. Still, detection errors increase when our
protocol is used, as you can seein Figure 9 for green color
plane and in Figure 10 for red color plane.

5. CONCLUSIONS

We described, implemented, and tested a proto col for im-
proving the stealthiness of information-hiding schemes. Al-
though our protocol doesnot completely eliminate the sta-
tistical anomalies caused by embedding that are a major
threat to the embedding algorithm's stealthiness, it e ec-
tively controls their sewerity and decreasesheir total num-
ber.

Guided by a contin uously updated detectabilit y represen-
tation of the cover object, our protocol provides a meda-
nism for controlling statistical anomalies at both ne and
coarse scalesof granularity. We use a hierarchical repre-
sertation to managethe complexity of dynamically keeping
track of the detectability of the cover object during embed-
ding.

We also quantify how bounds on the detectability of re-
gions from the hierarchy translate into detectability bounds
for arbitrary regions.

Figure 11:

Dierence of cover image and stego image

generated using LSB embedding only

Figure 12:

generated
proto col

Dierence of cover image and stego image
using LSB embedding with hierarc hical
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